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AnyNet Secure Cellular Connectivity Sign-
up process

This document details how to sign up for the AnyNet Secure Cellular Connectivity through
AWS Marketplace.

The AnyNet Secure Cellular Connectivity SaaS product combines with an Eseye AnyNet
Secure SIM card to provide connectivity in over 75 countries and billed through your AWS
account. For more information on how the AnyNet Secure Cellular Connectivity combines
with the AWS 10T cloud see: https://www.youtube.com/watch?v=bDXk-yCoxxo

To complete this user guide you require:

e An active AWS account — for help see:
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-
account/

1.AWS Marketplace Product Listing

To sign up to the service navigate to: https://aws.amazon.com/marketplace/pp/B073S37V78
Or on the AWS marketplace (https://aws.amazon.com/marketplace), search Eseye and click
on the product.

Read through the product listing and click the highlighted ‘Continue’ button on the right side.
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View Categories -

@S@Y@ Anynet Secure Cellular Connectivity
AnyNet Secure  Soldby: € .

CustomerRating  ##### ¥ (0 Customer Reviews)

Delivery Method

Support  See ¢

Highlights  » ellular Connectivity enables loT M2M

devices to connect glabally and securely send data to your
AWS account, theough 235+ cellular networks (26, 36, 4G
LTE) across 75+ countries.

* Unique levels of integration with AWS IoT provide 100k message bundie

f security and device

whilst reducing o removing ongoing developer and
infrastructure costs

= Remately activate, provision, authenticate and certify
d the-air with data billed

$150.00/
unit

Single event, sending the certificate over
= i $1.00 / unit

the air to a device
e: This software is priced along a consumption
‘Your bil will be determined by the number of

through your AWS Account and 24/7/365 expert loT .,
customer support and value-add project development
expertise provided.

Recent Product Reviews

Product Description

AnyNet Secure Cellular Connectivity enables loT M2M devices to connect globally and
securely send data to your AWS account, through 235+ cellular networks (26, 3G, 4G LTE)
across 75+ countries.

Must be purchased with the Eseye AnyNet Secure multi-IMSl/operator SIM cards, available

The AnyNet Secure Cellular Connectivity + SIM card solution is fully integrated with the
AWS loT Management Console and AWS Cloud. It provides AWS cust
ability to globally deploy, rapidly scale and securely activate,
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2.AWS Marketplace Subscribe page

The Subscribe page will appear.

To subscribe to the SaaS product click on the highlighted ‘subscribe’ button on the right side.

File Edit View Higtory Bookmarks Iools Help El - - «
| AWSManagement Console X & AWS Marketplace: AmyNet © X =

€ @U@  nhitps;/faws.amazon.com/marketplace/fulfillment?produ 711cb-bb5b-4 8-58b4687ebd578iref = ¢ # Q Search wa $ & 9 =

Most Visited | View and Repert Fault.. | ) Biling 3% (pmarshall@eseye.co.. © Telkdesk Status Nw Eseye- Agent il SIMManagement Por... - Tigrillo Management: 3% Quick View Dashboard | Sign in te your account >

AMI & SaaS ~ ClickTest

View Categories Sell in AWS Marketplace Amazon Web Services Home Help

AnyNet Secure Cellular Connectivity

You are currently not subscribed to this product. Once you begin your subscription, you
will be charged for your accumulated usage at the end of your next billing cycle based on
the costs listed in Pricing information en the right.

T
You will be subseribed 10 BPGree that your use of this
software is subject to the pricing terms and the seller's End User
License Agreement (EULA) and your use of AWS services is subject to
the AWS Customer Agreement.

Pricing Details

Software Fees

Additional taxes may apply.

UnITs CosT

100k message bundle. Up to 1 million $150.00 /
messages/month unit

Single event, sending the certificate over | $1.00 /

the air to a device unit

Note: This software is priced along a consumption
dimension. Your bill will be determined by the number of
units you use.

3.AWS Marketplace Congratulations

The ‘Congratulations! You are now subscribed!” dialogue box will appear.

Click the highlighted ‘Set Up Your Account’ button to continue.

&« C @ Secure https:/faws.amazon.com/marketplace/fulfillment?productld=a98711cb-bb5b-4cae-8528-58b4687ebd57&ref_=dt|_psb_continue Q¥ | @

Congratulations! You are now subscribed!

To begin using this software, you will be redirected to the AnyNet Secure Cellular
Connectivity website. Simply click the button below to set up your account and complete your
registration. If you are unable to complete your registration, you can always return here thraugh
the Your Software page on AWS Marka
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4.AnyNet Secure Sign Up

The ‘AnyNet Secure Sign up’ page will appear.

This sign up process is NOT for your AWS login details. This process creates login details
for the Eseye SIAM portal. The Eseye SIAM portal provides optional SIM management
functions on top of your AWS loT Console.

Complete the form, following the on screen guides and press the highlighted ‘Sign up’
button.

< C' | @& Secure https:Hanynelsacure.aulhAeu—west—1.amazuncugnitu.cumf_ Q& NeY [

eye
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AnyNet Secure

Sign up with a new account
Usermname

Usemame

Given name

Family name

Email

name@host.com

Password

Password

Already have an account? Sign in

5.Verification Email

The “Verification Email’ page will appear.

The verification email will be sent from the email address: no-reply@verificationemail.com
with the subject: Eseye AnyNet Secure Verification Code.

If you cannot find the email please check your Spam/Junk folder.

Eseye AnyNet Secure Verification Code [ inbox » J@)

j{k no-reply@verificati...~ To: [l @eseye.com 30/08/2017,10:07 O <K€ A v

Your Veriﬁcation

This is for signing up to AnyNet Secure Cellular Connectivity through the AWS Marketplace.

Kind Regards,
The Eseye Team

If this email is not for you, or you are struggling to register please contact Eseye on
support@eseye.com
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Copy the highlighted verification code from the email (as above) into the webpage and click
the highlighted ‘Confirm Account’ button.

& C' | @& Secure https:Hanyrletsecure.auth.eufwestf1.amazoncognito.cum,'_, Fax e @ ¢

esaeye
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'AnyNet Secure|

We have sent a code by email to i***@e***.com. Enter it below to confirm your account.
Verification Code

Confirm Account

Didn't receive a code? Resend it

6.Welcome page part 1

The ‘Welcome’ page will appear.

Some permission changes are required to the Resources and IAM permissions within your
AWS account. These changes allow the automatic and seamless provisioning of certificates
to your devices.

CloudFormation is used to make these changes, information on how these changes will be
made is found in the CloudFormation link.

These changes include:

e CloudWatch Event Rules - Rules for the CreateThing and DeleteThing API calls
e Lambda functions - The Lambdas are invoked when the CloudWatch Rules are
activated

AnyNetSecurePushCertificateToSIM Lambda

This Lambda is invoked on AWS loT Thing creation. It creates and attaches the certificate
and policy to the newly created loT Thing.

This certificate is then automatically sent to Eseye and onto the AnyNet Secure SIM.
AnyNetSecureTerminateSIM

This Lambda is invoked on AWS loT Thing deletion. It is responsible for the deletion of the
Thing's attached certificate and policy.

Please note, this Lambda is only used when deleting the 10T Thing in the AWS IoT Console.

Click on the ‘AnyNet Secure CloudFormation stack’ link. You will need to refer back to this
page during the process.

8465r.1 Page 4

+ 44 1483 802501 | +1 512-813-0599 | +27 87 551 8200 | +33 9 87 67 53 36 | +61 8 9551 5200 | +61 400 435 1000
Eseye, AnyNet, AnyNet Secure and Eseye Logos are registered trademarks of Eseye Ltd © Eseye 2017 Limited.
All Rights Reserved | enquiries@eseye.com | eseye.com



CA=TC) (C.

INTELLIGENTLY CONNECTED aill

Welcome

Ahead of using your AnyNet Secure connectivity, we will need to provide some additional IAM permissions
and Lambda functions within your AWS account.

We will be using CloudFermation to make these changes. You will be able to review the CloudFormation
stack before any changes are made.

Please follow the steps below to get started with AnyNet Secure.

Learn more

First, open the AnyNet Secure CloudFormation stack &'
You'll notice our CloudFormation template is selected for you.
For the Externalld please enter {{ portfolio_id }}

For the ChosenRegion please select the AWS Region you will be using for your loT applications.

You should now see the CloudFormation Stacks page. You may need to click the Refresh button before anynet-secure-iam-stack appears in the list

o
o
(3]
o
Please select | ackr that AWS Cloudc ion might create [AM resources and click Create o
o
Please select the anynet-secure-iam-stack and click the Qutputs tab o

o

You should see an AnyNetSecureTrustRoleArn key, please copy its associated value here. Similarly, please enter the value for the AwsAccountld key, here. Please
can you also indicate the AWS Region where your |oT activity is taking place

Role Am | AnyNetSecureTrustRoles  AWS Account ld| awepccountld Region  US East (Ohio) =

7.CloudFormation Create IAM stack

The CloudFormation Create Stack page will appear.
The Details > Stack Name is preselected as ‘anynet-secure-iam-stack’.

In the top taskbar on the right ensure the Region selected is the one you will be using for
your loT applications.

In the Parameters > ChosenRegion section select the region you will be using for your loT
applications.

In the Parameters > Externalld box copy the alphanumeric string from instruction 4 on the
Welcome page.

Under Capabilities check the box to agree to: ‘| acknowledge that AWS CloudFormation
might create 1AM resources’.

After all of boxes are filled click the ‘Create’ button in the bottom right.
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€ © @ Secure | itpsyjus-east-2.console.aws.amazon.comy/sloudformation/nom - [ e 51 @
Services - Resource Groups ~ 2 | oo -

@ CloudFormation ~  Stacks > Create Stack

Create stack

Template
Template URL  hitps:/s3 - _secure_jam_stack json
Description  AnyNet Secure |AM CloudFormation stack: Introduces the 1AM roles and policies to allow your IoT applications to integrate with the AnyNet Securs Saa5 offering.
Details
Stackname | anynet-secure-iam-stack
Parameters
ChosenRegion | Us-east-2 %] Riscrosents tha AIWS Risgion whers the AnyNet Securs resourcas wil be cresied
Extornalld | ——
T previted by the AryNet Se s Yo e resel e an how i is sed o crose- this Amezon AWS s v smezon. e _rofes_ crmate.for-user extormalid e
Capabilities
@  The following resource(s) require ilities: [AWS::1A licy]
Identty and Access (o) that might access lo Al 1. Check that you want to create each of that they have imum reguirod ons. Learn more,

@ I acknowledge that AWS CloudFarmation might create LAM resources.

o

® Feedback @ English

8.CloudFormation IAM Stack Detall

The CloudFormation Stacks > Stack Detail will appear.
Initially the status will display CREATE_IN_PROCESS (in orange) as highlighted.
It will take a short time for the 1AM stack to be processed.

To check if the process is complete refresh the page.

€ C & Secure | https://us-east-2.console.aws.amazon.com/cloudformation/home? e, s e

Services -  Resource Groups ~ 4 o B

@ CloudFormation ~  Stacks > Stack Detall

anynet-secure-iam-stack Ot cioray | [ Upiin Sk

Stack name:  anynet-secure-iam-stack

Description  AnyNet Secure 1AM CloudFormation stack: Introduces the 1AM roles and policies to allow your loT applications to Integrate with the AnyNet Securs SasS offering.

+ Outputs
» Resources

~ Events

2017-08-18 Type Logical ID Status reason
v 12:00:88 UTQ O AWS: CloudFormation:Stack anynet-secure-iam-stack User Initiatad

» Template
» Parameters

» Tags
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When the IAM stack has been processed and the page refreshed the status will display:
CREATE_COMPLETE (in green). If this is not successful please contact Eseye using the
details at the end of this guide.

Copy the highlighted Value found in the Outputs > Key > AnyNetSecureTrustRoleArn into
the Welcome page Role Arn box.

Copy the highlighted Value found in the Outputs > Key > AwsAccountld into the Welcome
page AWS Account Id box.

< @ Secure | hitps//us-east-2.console.aws.amazon.com/cloudformation/home I e s @
Services -  Resource Groups ~ 0 oo - obo - Supce

@ CloudFormation ~  Stacks » Stack Detail

anynet-secure-iam-stack Ottor Action~ | | Update Btack

Stack name:  anynet-secure-iam-stack

SRy

Status:  GREATE GOMPLETE

Status reason:
1AM Role:
Description  AnyMet Secure 1AM CloudFormation stack: Introduces the IAM roles and policies to allow your laT t intag the Amyiet
~ Outputs
ey Export Name
AwsAccountid
AnyNetSecursTrustAcieAm
*+ Resources
= Events
2017-08-18 Status Type Logical ID Status reason
» 1204:24 UTC+0100  GREATE_COMPLETE AWS::CloudFormation::Stack Bnynet-secure-iam-stack

12:04:31 UTC+0100  CREATE_COMPLETE AWS:1AM:Role AnyNetSecuraTrustole

12:04:04 UTC+0100  CRE AWS:IAM:Role AnyNetSscuraTrustRole Resource creation Initiated

b 12:04:08 UTC-0100  CFRE AWS:1AM:Role AnyNetSecuraTrustRole

» 12:04:02 UTC+0100  CREATE COMPLETE AWS:IAM::ManagedPolicy AnyNetSscursRolePermissicns
Policy

* 12:04:01 UTC+0100  CREATE IN_PROGRESS AWS:IAM::ManagedPolicy AnyNetSecursRolePermissions Resource creation Initiated
Policy

* 12:04:01 UTC+0100  CREATE IN_PROGR AWS;:1AM:ManagedPolicy AnyNetSecureRlolePermissions
Poiicy

* 1200:88 UTC+0100  CREATE IN_PROGRESS AWS:CloudFormation::Stack anynet-secure-iam-stack User Initiated

9.Welcome page part 2

On the ‘Welcome’ page fill the following boxes:

Role Arn: from the anynet-secure-iam-stack page above copy the Value found at Outputs >
Key > AnyNetSecureTrustRoleArn.

AWS Account Id: from the anynet-secure-iam-stack page above copy the Value found in the
Outputs > Key > AwsAccountld.

Region: select the region to match where your AWS cloud instance is located for your loT
deployments.

Click the ‘launch’ button at the bottom of the page.
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Welcome

Ahead of using your AnyNet Secure connectivity, we will need to provide some additional IAM permissions
and Lambda functions within your AWS account.

We will be using CloudFermation to make these changes. You will be able to review the CloudFormation
stack before any changes are made.

Please follow the steps below to get started with AnyNet Secure.

Learn more

First, open the AnyNet Secure CloudFormation stack &'
You'll notice our CloudFormation template is selected for you.
For the Externalld please enter {{ portfolio_id }}

For the ChosenRegion please select the AWS Region you will be using for your loT applications.

o
o
(3]
o
Please select | acknowledge that AWS CloudFormation might create [AM resources and click Create o
You should now see the CloudFormation Stacks page. You may need to click the Refresh button before anynet-secure-iam-stack appears in the list o
Please select the anynet-secure-iam-stack and click the Qutputs tab o

o

You should see an AnyNetSecureTrustRoleArn key, please copy its associated value here. Similarly, please enter the value for the AwsAccountld key, here. Please
can you also indicate the AWS Region where your |oT activity is taking place

Role Am | AnyNetSecureTrustRoles  AWS Account ld| awepccountld Region  US East (Ohio) =

10. AnyNet Resources part 1

The ‘AnyNet Secure Resources’ page will appear.

Click on the ‘AnyNet Secure CloudFormation resource stack’ link. Ensure this opens in a
new tab or window, you will need to refer back to this page to complete the process.

ceseye

AnyNet Secure

AnyNet Secure Resources

This is where we will be provisioning the AWS resources necessary for the AnyNet Secure connectivity.

The following instructions assume the creation of anynet-secure-iam-stack was successful. |f this is not the case, please contact our Support
team.

First, open the AnyNet Secure CloudFormation resource stack &
You'll notice our CloudFormation template is selected for you.

Please select | acknowledge that AWS CloudFormation might create |AM resources and click Create

0000

Once you created any pl
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11.

Clou

dFormation Resources Create Stack

The CloudFormation Create Stack page will appear.

All of the details are completed.

Under Capabilities check the box to agree to: ‘| acknowledge that AWS CloudFormation
might create IAM resources with custom names’.

Click the ‘Create’ button in the bottom right.

C' | @ Secure hﬁps‘fﬂusfea5t72.ccnsule‘aws.amazun,cnmfclnudformarion{home_ Q % ]

Services ~

Resource Groups

@ CloudFormation v  Stacks » Create Stack

Create stack

Template

Template URL
Description

Detalls
Stack name
Parameters
Activationuri

BillingMetricLambgaS38u
chat

hitpai/fed

[ ]

:_sscure_resource._stack json

AnyNet Secure Resource CloudFormation stack: Provisions the AWS resoures necessary to integrate with the AnyNet Secure SaaS offering

anynat-secure-resource-stack

hitps://storkapl eseye.io/vI/actvata

anynet-secure-package-us-aast-2

ambaa.

bd

253Buckat

bd

package-us-sast-2

553Key

Externalid

2ip

‘executo-api eu-west-1.an

ambda-1.1.2-jar-with-depend

e ———

LoginUr

Portfoliold

SiamPassword

Tariffid

Terminateurl

rname

‘Capabilities

i

hitps://storkapi.eseye.io/vl/fiogin

ceffie258d2ad4Bara72ac] dedcBdal

7dQd2ePx

10000

hitpa://storkapi eseye.io/v1/terminate

0 The following resource(s) require capabilities: [AWS::IAM::Policy, AWS::IAM::Role]

This ins Identity and Access (IAM) resouroes. Check that irad permissions. In addition, thay have custom names. Check that the custom names are unique within your AWS
account. Leam more.
# I acknowledge that AWS GloudFormation might create LAM resources with custom names.

W Feedback (@ English
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12. CloudFormation Resources Stack Detall

The CloudFormation Stacks > Stack Detail will appear.

Initially the status will display CREATE_IN_PROCESS (in orange).
It will take a short time for the resource stack to be processed.

To check if the process is complete refresh the page.

< C @& Secure m‘tps‘Husfeastfz‘console‘aws.amazun,comfclnudformarian/home_ Q | @
Services - Resource Groups ~ 2 oo NN -

@ CloudFormation ~  Stacks » Stack Detall

anynet-secure-resource-stack Other Actions ™ Update Stack

Desoription  AnyMet Securs Resource G Proy thy necessary to integ the offering

» Outputs
» Resources

= Events

2017-08-18 Status Type Logical ID Status reason

» 121318 UTC+0100  CREATE_IN_PROGRESS AWS:CloudFormation:Stack anynet-secure-resource-stack  User Initiated

» Template

+ Parameters
» Tags

» Policy

» Change Sets

When the resource stack has been processed and the page refreshed the status will display:
CREATE_COMPLETE (in green). If this is not successful please contact Eseye using the
details at the end of this guide.
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€ @M@ nhttpsy/eu-west-1.console.aws.amazon.com/

é_‘fv-s Services ~ Resource Groups v % L Cliktest ~  Ireland ¥ Support ¥

@ CloudFormation v  Stacks > Stack Detail

anynet-secure-resource-stack Other Actions ~ | | Update Stack

Stack name: anynet-secure-resource-stack
Stack ID:  am] £99
Status: CREATE_COMPLETE
Status reason:

Termination Disabled
protection:

IAM Role:

Description  AnyNet Secure Resource CloudFormation stack: Provisions the AWS resources necessary fo integrate with the AnyNet Secure SaaS offering.

» Outputs

» Resources

~ Events
2017-10-03 Status Type Logical ID Status reason
» 1821749 UTC+0100 CREATE_COMPLETE AWS CloudFormation Stack anynet-secure-resource-stack
» 1821147 UTC+0100 CREATE_COMPLETE AWS: LambdaPermission AllowCloudWatchForTerminate
Sim
» 182147 UTC+0100 CREATE_COMPLETE AWS: Lambda:Permission AllowCloudWalchForPushCertifi
cateToSim
»  18:21:37 UTC+0100 AWS: LambdaPermission AllowCloudWatchForTerminate  Resource creation Initiated
Sim
»  18:21:37 UTC+0100 AWS: Lambda::Permission AllowCloudWaichForPushCertifi Resource creation Initiated v

13. AnyNet Secure Resources part 2

Switch windows to go back to the ‘AnyNet Secure Resources’ page.

Click the ‘Completed’ button at the bottom.

< (' @ Secure https://p1tfrnrhOf.execute-api.eu-west-1.amazonaws.com/prod/provision Q % N @

ceseye
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AnyNet Secure

AnyNet Secure Resources

This is where we will be provisioning the AWS resources necessary for the AnyNet Secure connectivity.

The following instructions assume the creation of anynet-secure-iam-stack was successful. |f this is not the case, please contact our Support
team.

First, open the AnyNet Secure CloudFormation resource stack &
You'll notice our CloudFormation template is selected for you.

Please select | acknowledge that AWS CloudFormation might create IAM resources and click Create

0000

Once you have created any) K, pl K
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14. Thank You

The Thank You page will appear
Your AWS account is now set up and ready for the AnyNet Secure Cellular Connectivity.

If you need to purchase SIM cards visit: https://www.amazon.com/s?me=A2IVBJHFZB8790

For help to set up your AWS loT Device Gateway visit: https://aws.amazon.com/iot-
platform/how-it-works/

For help to set up your Device for AnyNet Secure Cellular Connectivity visit:
https://www.eseye.com/wp-content/uploads/8424-AnyNet-Secure-Device-Integration-
Guide.pdf

= ' @ Secure  https://p1tfrnrhOf.execute-api.eu-west-1.amazonaws.com/prod/completed? Q% |51 @

esaye
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AnyNet Secure

Thank You

Thank You for purchasing AnyNet Secure Cellular Connectivity for AWS. Your business in now set to scale in a way that has never been more
secure and easier to manage!

To now ensure smooth set up and to start utilising your global cellular service you should follow these steps:

1. Purchase AnyNet Secure SIM cards from Amazon.com
2 Set up your AWS loT Device Gateway using MQTT. For more information see How the AWS loT Platform Works

For further Information and support in setting up your loT device for AnyNet Secure Cellular Connectivity, please see the Device Integration Guide.

Detaled biling d on the Eseye SIAM Portal. The email address you Used to sign up will have received an emal from
suppart@eseye.com with tha subject Your account on https:/slam?3.eseye.com. Please follow the links in the email to verify your account.

For all other questions or queries please contact Eseye on:

Email: support@esaye.com
P:USA +1 484-935-3130

Wiebits: hllpsj’www eseye.com/

Follow us on

v in f

Eseye Support

Telephone
USA: +1 484-935-3130
UK/RoW:  +44 1483 802503

Email: support@eseye.com
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